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Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
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DETAILED ACTION 

Claims 1-36 have been considered. 



Specification 

5 The Specification is objected to for failing to provide proper antecedent basis for the claimed 

subject matter. See CFR 1.75(d)(1) and MPEP § 608.01(o). Correction of the following is required: the 
Specification needs to be amended to discuss the process for evaluating whether a second non-volatile 
memory is a clone (particularly in reference to claims 20-22). No mention of retrieving a third 
identification code or generating a third electronic signature is disclosed in the Specification. Appropriate 
10 correction is required. 

, Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis for 
the rejections under this section made in this Office action: 
15 A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

20 

Claims 1-9,12-22,25-31,33-34, and 36 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Osborn, U.S. Patent No. 6,026,293. 

As per claims 1,14,25, and 34, the applicant describes a method for preventing cloning of an 
25 electronic device comprising the following limitations which are met by Osborn: 

a) generating a first electronic signature from a first identification code and a second identification 
code, the second identification code being suitable for uniquely identifying a hardware component of the 
electronic device (Col 6, lines 34-37; Col 8, lines 24-28); 
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b) decrypting an encrypted electronic signature for generating a second electronic signature (Col 
6, lines 39-41); 

c) comparing the first electronic signature and the second electronic signature (Col 6, lines 41- 

45); 

d) departing from normal operation of the electronic device if the first electronic signature and the 
second electronic signature differ (Col 6, lines 41-45); 

The applicant should note that Osborn discloses a method for preventing the cloning of mobile 
phones (Col 3, lines 41-59) which is identical in scope to the method for preventing the cloning of mobile 
phones that is disclosed by the applicant. 

Regarding part a), the "electronic signature" that the applicant refers to is a hash (see 408 and 
402 of Applicant's Fig 4) as opposed to a digital signature. In the same manner as the applicant's 
method, the electronic signature, or hash, is generated by an ESN and a value from the flash memory 
(Osborn: Col 8, lines 24-28) (Applicant: 404 and 406 of Fig 4). Furthermore, the ESN can be either the 
first or second ID code as the ESN is used to uniquely identify the hardware of an electronic device. A 
content value from the flash memory corresponds to the first or second ID code, depending on which one 
the ESN is not. 

Regarding claim 14, the claim includes the additional limitation of storing the electronic signature 
and the second identification code in memory. The ESN, or second identification code and the hash, or 
electronic signature, are stored in EEPROM as illustrated by Fig 4. Osborn also discloses storing the 
electronic signature in encrypted form (Col 6, lines 39-41). 

Regarding claim 25, the claim includes the additional limitations of a non-volatile memory and a 
controller which can be seen in Fig 4. 

As per claim 2, the applicant describes the method of claim 1, which is anticipated by Osborn 
(see above), with the following limitation which is also anticipated by Osborn: 

Further comprising retrieving the encrypted electronic signature, the first identification code and 
the second identification code from a non-volatile memory (Col 6, lines 39-41; Col 8, lines 24-28); 
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As per claims 3,15,21, and 27, the applicant describes the method of claims 1,14,20, and 25, 
which are anticipated by Osborn (see above), with the following limitation which is also anticipated by 
Osborn: 

5 Wherein generating the first electronic signature comprises using a hash function for computing 

the first electronic signature from the first identification code and the second identification code (Col 6, 
lines 34-37). 

As per claims 4,16,22, and 28, the applicant describes the method of claims 3,15,21, and 27, 
10 which are anticipated by Osborn (see above), with the following limitation which is also anticipated by 
Osborn: 

Wherein the hash function comprises an MD5 algorithm (Col 12, lines 56-58). 

As per claims 5,17, and 29, the applicant describes the method of claims 1,14, and 25, which are 
15 met by Osborn (see above), with the following limitation which is also anticipated by Osborn: 

Wherein decrypting the encrypted electronic signature further comprises using a decryption key 
(Col 6, lines 39-41; Col 8, lines 30-32). 

As per claims 6,18, and 30, the applicant describes the method of claims 4,17, and 25, which are 
20 met by Osborn (see above), with the following limitation which is also anticipated by Osborn: 

Wherein the encrypted electronic signature is encrypted using a public key encryption algorithm 
and the decryption key comprises a public key (Col 8, lines 30-32). 

As per claims 7,19, and 31, the applicant describes the method of claims 6,18, and 30, which are 
25 met by Osborn (see above), with the following limitation which is also anticipated by Osborn: 

Wherein the public key encryption algorithm comprises a "c=m A e mod n n public key encryption 
algorithm (Col 13, line 53). 
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As per claims 8,33, and 36, the applicant describes the method of claims 1,25, and 34, which are 
met by Osborn (see above), with the following limitation which is also anticipated by Osborn: 

Wherein the first identification code comprises an electronic serial number (ESN) (Col 8, lines 24- 

5 28). 



As per claim 9, the applicant describes the method of claim 1 , which is met by Osborn (see 
above), with the following limitation which is also anticipated by Osborn: 

Wherein the hardware component comprises a non-volatile memory of the electronic device and 
10 the second identification code comprises an identification code suitable for uniquely identifying the non- 
volatile memory (Col 8, lines 24-28); 

If one considers the ESN to be the second identification code, the claim is met because the ESN 
uniquely identifies the hardware and the memory of the unit which it corresponds to. 

15 As per claim 12, the applicant describes the method of claim 1, which is met by Osborn (see 

above), with the following limitation which is also anticipated by Osborn: 

Wherein departing from normal operation of the electronic device comprises inhibiting normal use 
of the electronic device (Col 6, lines 41 -45). 



20 As per claim 13, the applicant describes the method of claim 1, which is met by Osborn (see 

above), with the following limitation which is also anticipated by Osborn: 

Wherein departing from normal operation of the electronic device comprises allowing normal use 
of the electronic device while providing a warning to at least one of a user of the electronic device and a 
network in which the device is used that the electronic device has been used to clone a second electronic 

25 device (Col 6, lines 41-45). 
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As per claim 20, the applicant describes the same limitations of claim 14, which are met by 
Osborn (see above), in the situation of a second non-volatile memory, which is a clone of the first non- 
volatile memory. In the same manner as the applicant's system, Osborn discloses that a doner can 
reprogram a cloned memory, or second non-volatile memory (Col 9, line 63 to Col 10, line 7). In this 
5 situation, the recalculated hash (second signature) which is made up of a third identifier (flash memory 
content identifier specific to the cloned device) and a second identifier (ESN). 

The same process as described in the rejection for claim 14 takes place, but this time the doner 
gets a hash value which differs from the stored hash value (or signature) because the unique flash 
memory content identifier is different and a doner is prevented from being able "to defraud the cellular 
10 carrier" (Col 10, line 3). 



As per claim 26, the applicant describes the method of claim 25, which is met by Osborn (see 
above), with the following limitation which is also anticipated by Osborn: 

Wherein the controller retrieves the encrypted electronic signature, the first identification code 
15 and the second identification code from at least one of the non-volatile memory and a second non-volatile 
memory of the electronic device (Fig 4; Col 8, lines 24-28). 



Claim Rejections - 35 USC §103 

20 The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
25 invention was made to a person having ordinary skill in the art to which said subject matter pertains. 

Patentability shall not be negatived by the manner in which the invention was made. 



30 



Claims 10-11,23-24,32, and 35 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Osborn. 
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As per claims 10-11,23,32, and 35, the applicant describes the method of claims 1,14,25, and 34, 
which are anticipated by Osborn (see above), with the following limitation which is also anticipated by 
Osborn: 

5 Wherein the hardware component comprises a non-volatile flash memory, and the second 

identification code comprises a flash hardware serial number permanently stored in flash memory (Col 9, 
lines 63-67; Col 10, lines 1-7); 

Osborn discloses all the limitations of the independent claims. Osborn also discloses that the 
hash algorithm is computed from the ESN and elements of the flash memory, which he does not name 
10 and leaves open. The applicant describes that the hash algorithm is computed from the ESN and 
elements of the flash memory which he specifically names. 

Claims 10,23,32, and 35 disclose the limitation that the specific element of the flash memory is a 
hardware serial number and claim 1 1 discloses that the specific element of the flash memory is a 
processor identification code. It would have been obvious to one of ordinary skill in the art at the time the 
15 invention was filed to incorporate the use of these two specific elements of the flash memory into 
Osborn's system because these two elements are appropriate input elements for conducting a hash 
operation that maintains security within the device. 

As per claim 24, the claim is met by the rejection for claim 8 (see above) but is rejected under 
20 U.S.C. 103(a) because the claim depends on claim 23, which is rejected under U.S.C. 103(a). 



25 



Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to Kevin Schubert whose telephone number is (571) 272-4239. The examiner can normally 
be reached on M-F 8:00-5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Andrew Caldwell can be reached on (571) 272-3868. The fax phone number for the organization where 
this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent Application 
5 Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 
at 866-217-9197 (toll-free). 



10 




ANDREW CALDWELL 
SUPERVISORY PATENT EXAMINER 



15 



